AS ACTIVISTS, WE MAY WANT TO
REACH AS MANY PEOPLE AS
POSSIBLE AND GAIN APPROVAL FOR
OUR MARGINALISED CAUSES, BUT
TOO OFTEN WE LOSE SIGHT OF THE
EFFECTS OF THE TOOLS WE USE.
THE FACT THAT PEOPLE SEE SOCIAL
MEDIA AS A TOOL FOR SOCIAL
CHANGE IS MORE A TRIUMPH OF
MARKETING THAN THE RESULT OF
SOME DIGITAL REVOLUTION.

SOCIAL MEDIA IS A

POWERFUL TOOL FOR THE
VERY INSTITUTIONS THAT

WE ARE AT WAR WITH

THE PEOPLE THAT SEEK TO EXPLOIT
AND OPPRESS US. EMBRACING IT
HAS RESULTED IN OUR WILLING
PARTICIPATION IN A PROCESS OF
SURVEILLANCE THAT WE SHOULD BE
ACTIVELY RESISTING.

FACEBOOK"
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excerpt:

“social media normalises relentless record-
keeping of our lives and tracks us like never
before. these sites give governments and
businesses access to information that they
would never have the time or resources to
acquire on their own. it also avoids the scandal
associated with the exposure of massive
surveillance programs, because the subjects of
these "dossiers” [your facebook or instagram
page] are the same people who produce and
disseminate them.

[...]

“at zachary jenson's bail hearing, his myspace
and livejournal accounts were referenced
frequently. a  straight-faced prosecutor
announced that on jenson’'s myspace page he
admitted to being a "ninja” and an "assassin,”
thus proving that he was too dangerous to be
released on bail. the prosecution also used
information from jenson's myspace account to
argue he had no residence and no ties to a
particular geographic community and was
therefore a “flight risk.” no independent
corroboration was required for these claims
because they were jenson’'s own words. jenson
was denied bail."
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WHO NEEDS THE
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FACEBOOK?

EVAN TUCKER

ANONYMOUS VS. ANONYMOUS

IN THE SUMMER OF 2011 THE DECENTRALIZED HACKER GROUP ANONYMOUS
announced that they wanted to kill Facebook. The YouTube video announc-
ing the attack proclaimed:

Your medium of communication you all so dearly adore will be
destroyed. If you are a willing hacktivist or a guy who just wants
to protect the freedom of information then join the cause and
kill facebook [sic] for the sake of your own privacy. Facebook
has been selling information to government agencies and giv-
 ing clandestine access to information security firms so that they
an spy on people from all around the world. Some of these so-
itehat infosec firms are working for authoritarian gov-
hose of Egypt and Syria. Everything you d
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WHAT’S WRONG WITH FACEBOOK?

SOCIAL MEDIA 15 unlike any other surveillance technology that has ever exis,.
ed.? Through its innovative organization and display of information, it offers
users an unparalleled sense of self-expression and social connection. Irs seduc-
tively simple platform enables people to share information about themselves
and the people they know without a second thought.

Since the collection and organization of large volumes of data is typically
the most challenging aspect of a surveillance operation, the advent of social
media has been a boon for law enforcement and others with an interest in
managing the people they intend to control and/or profit from. Soci.al media
has also been a gold mine for advertisers, who pay top dollar for the informa-

tion that users voluntarily provide. For these reasons, user privacy is not part
of the business model. The service is free only because the user is the ‘produ;it'.
Since the website Friendster was launched in 2002° the use 'of ‘socxal me8 03
websites has expanded tremendously, with Facebook alone Clalmingd?::l;sed,
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5 The amount of informi‘tion generated is enormous. Social media’s

£ lmpularity and case of use have created an ever-expanding data-
base—larger than any in history—allowing the government to pros-
ecute more pcoplc and businesses to extract more profit.

3. User profiles are nothing more than dossiers voluntarily created and
3. Pl,blished by the subject. A self-created dossier can be more revealing
than one created by an intelligence agency.

4. Social media automates and simplifies the mapping of interpersonal
associations and social networks.

Social media normalizes relentless record-keeping of our lives and tracks
us like never before. These sites give governments and businesses access to
information that they would never have the time or resources to acquire on
their own. It also avoids the scandal associated with the exposure of mas-
sive surveillance programs, because the subjects of these dossiers are the same
people who produce and disseminate them.

While some users may take self-censoring steps to mitigate the problems,
these four aspects are interconnected and inherent to the technology. If you
use social media and don’t provide much information about yourself, your
profile may not be much use to the government, but it probably isn’t much
use to you, either.

Let’s consider the problems in more detail:

1) INFORMATION IS NOT SECURE. ALL USER-SUBMITTED CONTENT IS
CONTROLLED BY CORPORATIONS, WHICH FREELY SHARE IT WITH THE
GOVERNMENT AND SELL USER INFORMATION TO OTHER BUSINESSES.

In a 2006 article about Myspace, Newsweek aptly described it as “a searchable,
public scrapbook of images, affiliations and written exchanges” that hands
law enforcement data on millions of “potential suspects, witnesses or vic-
tims.”® ‘The privacy implications are astounding, though many people feel
that their information is secure because they have chosen a privacy setting
that limits access to their profile.

Myspace and all similar websites have so-called “privacy policies.” These
policies are little more than memos to users hinting at the privacy violations
that await them. (And, of course, the terms and conditions are subject to
change at any time). In its privacy policy, Myspace indicates that it records
::c:h IP addresses for “security purposes.” Their privacy policy acknowledg-
Witht;-ltt;e company will provide a user’s personal information t? “c?mply
s itc aw or legal process” and that they will “access or disclose” it if they

necessary to “protect the safety and security of Users of the Myspace



292 - Evan Tucker

Servictes or members of the public” or for “risk Managem,
meaning of “risk management” is left unexplained.” S PUrpoges »
Facebook’s privacy policy states: “We receive da
interact with Facebook.... When you post things like ph heneveryO
Facebook, we may receive additional related data (or ml;a‘:ltOS Or Videg, 0:
time, date, and place you took the photo or video.” Their altf,\), such 4 the
“We receive data from the computer, mobile phone or othpe(: iic},l
to access Facebook. This may include your IP address, loCatio:wcc you yg,
browser you use, or the pages you visit. . .. When we get vous (;)Ptghe Ype of
we put it together with other location information we have abg \ locatign‘
your current city). But we only keep it until it is no longer useful]ut s (l?ke
you services.”® Keep in mind, however, that Facebook is not just orpr(.)v,]de
Yyou a service; many other people would like that information and cm(:gdm?
privacy policy makes it clear they will share the data they collect o OOk_S.
they believe it is necessary: e

taabout yo, W

AT stages,

We may share your information in response to a legal request
(like a search warrant, court order or subpoena) if we have 2
good faith belief that the law requires us to do so. This may
include responding to legal requests from jurisdictions outside
of the United States where we have a good faith belief that the
response is required by law in that jurisdiction, affects users in
that jurisdiction, and is consistent with internationally recog-
nized standards. We may also share information when we have
a good faith belief it is necessary to: detect, prevent and address
fraud and other illegal activity; to protect ourselves and you from
violations of our Statements of Rights and Responsibilities; and
to prevent death or imminent bodily harm.?

So the company’s “good faith” is all that stands between the wealth of dara
they collect about you, and anyone who asks for it.

Since business and law enforcement prefer accurate information, F'fxcebt?ok
does its best to verify what you submit. This issue of identity "‘?”HCZUE.IT
hit the headlines in the fall of 2011 when author Salman Rushduf.ha : ;
Facebook account deactivated after the company demanded proof of ldentlh,i;
Facebook demanded that Rushdie change the name on his account t©
birth name, Ahmed Rushdie, despite his being a world-famous au
has published under the name Salman Rushdie for decades.” cople

Pressure from law enforcement has influenced this effort w0 force Ersolfs
to use their birth names. But it is not the only reason. L.inkmg;1 thm =e
“authentic identity” to their Facebook page has become an lmp([’;l: New York
Facebook’s business model. According to Somini Senguptd of
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When the renegades of Anonymous called for the d
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collective struggle to resist it. Now we must step us to this chall
determine what form that struggle will take. challenge, and
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«Forrester Research recently estimated that companies spent $2 billion

Mes ies li
T,mar’for personal data.” Companies like Facebook hope to peddle users’ real
g By o
aV; s 88 virtual passport to be used to sign in to over 7 million websites
nam

J applications. As Sengupta points out, “it gives Facebook a trail of valu-
an g-lpg,rmatioﬂ about the reading, listening, viewing and buying habits of
;.;ble ms »11 This information is the product in a multi-billion dollar industry
s usere;;tes financial incentives for minimizing user privacy and anonymity.
tha;‘cll;ederal Trade Commission (FT'C) complaint alleges that Facebook has
violated users’ privacy in a variety of ways inFluding: c':ont'muing to display
s that users have deleted, changing privacy settings without permis-
sion, and selling users’ information to tl'}ird parties despite claims to the
contrary. According to Michael Liedtke of the Associated Press, Facebook is
“trying tO make money by mining the personal information that it collects to
help customize ads and aim messages at people....” Liedtke also points out,
«That strategy has been working well as Facebook prepares to sell its stock
in an initial public offering that's expected next year.” During the period of
the privacy violations, Facebook’s revenue increased from $777 million to
$4.3 billion."?

Facebook is not alone. Both Google and Twitter have likewise been the
subject of FTC complaints for how they have handled users” information."?

phOtO

2) THE AMOUNT OF INFORMATION GENERATED IS ENORMOUS. SOCIAL
MEDIA’S POPULARITY AND EASE OF USE HAVE CREATED AN EVER-
EXPANDING DATABASE—LARGER THAN ANY IN HISTORY—ALLOWING
THE GOVERNMENT TO PROSECUTE MORE PEOPLE AND BUSINESSES TO
EXTRACT MORE PROFIT.
Despite the FTC’s action against social media companies, government
agencies often rely on these sites to get private information about users.
Companies like Myspace are quite comfortable assisting these agencies. In
2006, Newsweek reported that “a 20 member, 24/7 law enforcement team
fields 350 calls a week from its rolodex of nearly 800 agencies, helping
them surf the site.” The article goes on to say, “Communication between
ps and the two-year-old company has surged this year, with Myspace now
contributing to about 150 investigations a month, according to Jason Feffer,
Its vice president for operations.” The same article states that “under Justice
Departmene guidelines, anything posted online is fair game.” Myspace ought
© be familiar wich Justice Department guidelines since they hired former
ederal prosecutor Hemanshu Nigan to monitor the site.'t :
thaf(l)dal networking sites have become such a rich source of info;manf?n
in a.w e"‘fOYCCment agencies now prepare trainings on how to L.lse t em‘ or
Vestigations, In March 2010, the Electronic Frontier Foundation received
“Umens through the Freedom of Information Act regarding a Justice
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Department presentation entitled “Obtaining and Using Evidence et
Social Networking Sites.” The documents indicate some of the ways the U.S
Department of Justice uses social media: “Reveal personal “’mmllniun‘,,,n;
Establish motives and personal relationships; Provide location .‘nr‘)l’mari(,n‘.
Prove and disprove alibis; Establish crime or criminal enterprise.” g

One section title asks, “Why go undercover on Facebook, Myspace, etc”>
The text pr()vidcs the following ;\rlswcrs: “Communicate with suspects/ear.
gets; Gain access to non-public info; Map social relationships/networks” 1,
a section on witnesses, where the authors ominously proclaim “Knnwledgc 5
power,” they urge attorneys to “Research all witnesses on sncial—nerworking
sites” and “Advise your witnesses: Not to discuss cases on social-networking
sites: To think carefully about what they post.”'” Ironically, if everyone Wmi
their advice, the Justice Department would probably find these sites much
less useful.

Also among the documents the Electronic Frontier Foundation received
was a 2010 Department of Homeland Security memo entitled “Social net-
working sites and their importance to FDNS.” (FDNS stands for Fraud

Detection and National Security.) It states:

Narcissistic tendencies in many people fuels [sic] a need to have

a large group of “friends” link to their pages and many of these
people accept cyber-friends that they don’t even know. This
provides an excellent vantage point for FDNS to observe the
daily life of beneficiaries and petitioners [sic] who are suspected
of fraudulent activities. ... This social networking gives FDNS
an opportunity to reveal fraud by browsing these sites to see
if petitioners and beneficiaries are in a valid relationship or
are attempting to deceive CIS [Citizenship and Immigration
Services] about their relationship. Once a user posts online,
they [sic] create a public record and timeline of their acrivities.
In essence, using Myspace and other like sites is akin to doing
an unannounced cyber “site-visit” on a petitioners and benefi-
ciaries [sic].'°

I’s not just the Feds who are catching on to the social media craze, el-
ther. All types of law enforcement agencies can register for the Social Media
Internet Law Enforcement (SMILE) conference—an annual gathering tor
investigators looking to “add another weapon to... [their] arsenal.” The
conference website claims that agencies are using social media in areas such
as “community policing, recruitment and retention, investigations, Cfime
prevention, reputation enhancement / management as well as others.” In
addition to these areas of emphasis the 2012 SMILE conference offers ©

Who Needs the NSA When We Have Facebook . 307

chat are both real and harmful, 'the deiigx.w.tign of ‘fcrime” is not always linked
© demonstrable h'flrm: the notion of “crime” requires no such objective crite-
ria. As Reiman points o.uf there ar? numerous factors in people’s lives—such
a5 unsafe working condmon-s, denial .of healthcare, pollution, and high-level
ﬁ—aud-‘-that are rarely considered crimes but cause enormous amounts of
harm. «Crime” exists because the state has the power to stand in judgment
over people’s lives. As the government gains increasing access to those lives
through surveillance, their arena of power expands.

Social media creates a relationship of confession and observation between
a government and its subjects that facilitates the production of crime. It al-
lows the government and their corporate masters (or minions) unprecedented
access to our lives, to our communities, and to our movements. The damage
this does outweighs any perceived benefits from increased “communication”
or “free” publicity. Joining the site is free, but that is because your relation-
ships, your activities, and your life have become the product. The inclusion
of the “knowledge is power” formulation in the Justice Department’s training
notes should serve as a reminder that the government is empowered, in part,
through the collection of information on its subjects. As we accumulate as
much knowledge about ourselves as possible, and serve it up to businesses and
the state, we give them more power over our lives, voluntarily and necessarily.

We must withdraw our consent from this repressive practice and not ac-
cept surveillance as a norm. The Department of Homeland Security mocks
users for their narcissism. The Department of Justice says that everything
posted online is fair game. The Connecticut Attorney General says that any
idea of privacy on social media sites is just an illusion. These are the people
who benefit from our use of social media and their proclamations about its
dangers offer us compelling reasons to stay away.

While I agree that social movements need media, it is not uncommon
for some movements to abstain from activities that have been considered
normal social practices (as the use of social media has become). Movements
have boycotred elections,® or run people for political office who then refuse
10 serve;* many individuals abstain from voting completely.”” Some activists
I;ﬁ:ito nt;llk to corporate media.®® And of course many activists refuse to tsl.lk
= enforcement under any circumstances.®” These are but a few examples
. 'nstances when political groups or social movements refuse to participate
R mm“'l social practices that harm their interests. In many of these cases,
acp.. . Movements argue that everyone should participate in their chosen

_~'0 deny the state legitimacy and power. That is precisely .what-I A ad-

regardless of political or social affiliation, we reject ;he Qe

pating in this insidious system of surveillance affords
e entof someigfiisipaver
‘us more than we need them.

&

i
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implemented such policies.”® The SEPD
In December 2011, participants in Occ

imminent raid on their camp by readin
Twitter posts.

learned theijr le
$son the

upy Sar.l Francisco lear::crld 2

g a police officer Faceb, s

k and
These blunders point to one of the onl

intelligence. That is its true function and

selves from it. Yet law enforcement and government ochiarln s
ish than the rest of us. It appears that they expose, embarraSSS ared;‘]o .
themselves on social media as much as anyone else does. Sin’czr;o l'nlc“mir.late
a corporate project with a track record of government cooperatio: oL
distinct disadvantage. Yet as long as they continue to present us wi;}:N'e :;re &
tion that can help us fight repression and injustice, we must seize it l;horma-
is to find a way to do this without exposing ourselves in the process..“ i

y legitimate yses o

f soci
3 al :
that is why we Media—

Ove our-
less fool.

KNOWLEDGE IS POWER

THE USE OF social media increases the risk of surveillance, repression and
incarceration. It is a gold mine for anyone—from cops to school officials to
private businesses—looking to collect information. It makes students easier
to manage, movements easier to dismantle, and all kinds of people more
likely to be harassed or arrested by law enforcement. As Christian Parenti said
in his book 7he Soft Cage, “With a little imagination one can see that no mat-
ter how mundane, surveillance is also always tied up with questions of power
and political struggle.”®

Yet, the dangers of surveillance are often waved away by people who think
that they have nothing to hide. This carefree, and sometimes self-righteous,
attitude relies on the assumprtion that the collection of information is an es-
sentially neutral process, and only has negative consequences for those com-
mitting crimes. But it is through the very act of surveillance that crime 1S
produced.

Philosopher Jeffrey Reiman argues that the idea of “crime” is createf%
through agents of the law defining certain acts as crimes and certain pCOPkA e
criminals. Reiman asserts that the concept of crime is an important tOOl. t;: [
low the wealthy and powerful to maintain control over everyone else wit 03
really keeping us safe. In his book Zhe Rich Get Richer and the Poor G¢t ngrc”
Reiman argues that “on the whole, most of the system’s practices make nLO;m
sense if we look at them as ingredients in an attempt to maintin rather ¢
reduce crime.”* s b ooV

Surveillance is one of these practices. By dramatically enhancing ¢ s virﬂ‘
ernment’s ability to surveil people, social media users enhance the gimiﬂ
ment’s ability to produce crime. While clearly there are acts labeled cr
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on how to use social media for explicitly political purposes.
educate COPS 2ds, “This (the fourth) SMILE Conference will also empha-
Their website .re‘u 0}( between law enforcement, social activists and traditional
size the ff’””'g’ng :m offer an entire day of topics covering social activists’
,,,,v(/iz{- 'Iuesd“‘,}i’(; investigations, maintaining public order, and mass sur-
interfcrenfeli‘l‘l open Source warlde
veillance 10 € € U.S. v Eric MeDavid et al. offers us an early example of this
ik (:, : ;;hi.p between law enforcement, social activists and tradi-
“changing .re ftllo 7:()()()' McDavid and his codefendants, Zachary Jenson and
donal medl.a' lz,vcre arrested and branded as eco-terrorists due to the efforts
L?ure;BvI{/?::;er’mant called “Anna.” The informant tfaveled to activist gather-
R tests from 2003-2005 trying to gather information and encour-
ings a[::tsrr:iees to break the law. According to FBI agent Nasson Walker,
aging

he information she has provided has been utilized in at least twelve separate
(St e ln O

3 »18
anarchist cases.

The FBI's motivation for pursuing McDavi‘:‘i can be sum'med ug‘gby' the
first line about him in the criminal complail.'nt: Eric McDavid, age : ; is an
anarchist....” The word “anarchist” appears in the fifteen-page complaint no

_six times."? :
1essAdfltt[rl ttl:iC:htZe: were arrested, it came out tha.t the governn.lendt. :lvas rn}cl)ru—
toring the Myspace accounts of Jenson and Weiner. (McDavid _1 r:iot ai\;es
one).2’ In the discovery process, the government turned over printed cop .
of Jenson and Weiner’s Myspace pages, including a'll of their blog posl:s, ci)lm
ments, and friend listings. The criminal complaint that charged. the tﬁrei
with “conspiring to damage or destroy certain property by exp?oswe or rle
referred to Zachary Jenson’s Myspace page and quoted from it extensive y:
The complaint states:

Jenson, like McDavid, is security conscious and is Carc.f ‘.11 g
to disclose information on his website regardiﬂg his politically-
motivated illegal activity. In one journal entry, Jenson rc;cognts
illegal activity he conducted somewhere in the San Francisco
Bay Area. A verbatim text of the entry, dated May 21, 2005,
reads as follows: i i
“what happened friday night cant be told here? online. it can
only be told in person, so everyone back home will ha?'c to wz;:r,
because of security, imagine: music blaring, kids running ;:1 L e
streets, dancing and shouting, adrenaline surging, cops right : ef—
BB o  foct arnd you know what kind of tags were left
upon the concrete. yeah, you know.” hed
The FBI JTTF [Joint Terrorism Task Force] ha}s researche
the above-described incident and concluded that it topls place
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at a protest in downtown Palo Alto, CA. Durin
dumpsters were moved and overturned in the st
dows were broken, and graffiti was s
walks. Photos of the protest obtaine

g this incident,
reets, store win-
Prayed on walls and side-

d through a public source
depicts an individual spray-painting the phrase, “pandas are

sexy” onto a sidewalk. Jenson’s web page contain(s) numeroys

references to pandas and the “panda house,” Jenson’s name for
his former residence....”!

Clearly Jenson’s concerns about security were warranted, even if his re-
sponse to them was idiotic. .

At Zachary Jenson’s bail hearing, his Myspace and LiveJournal accounts
were referenced frequently. A straight-faced prosecutor anno:mced that on
Jenson’s Myspace page he admitted to being a “ninja and. an “assassin,” thus
proving that he was too dangerous to be released on bail. The prosecutors
also used information from Jenson’s Myspace account to argue he had no
residence and no ties to a particular geographic community and was therlef?ore
a “fAlight risk.” No independent corroboration was req_uu'el;i .I;or these claims
because they were Jenson’s own words. Jenson was denied bail. el

Weiner was released because she quickly agreed to cooperate w1d = e gcl) :
ernment and testify against her codefendants. Her family posted the $1.

illion bail. :
mdlI\I/;.)cDavid, like Jenson—and partially because of Jenson—was a’lsi,{ dzn;ect:
bail. Though McDavid did not have a Mysl?a,ce account, ]e(rils:sn: 3 zrfe i
page was offered as representative of: McDavid s.behavnor. e}‘r}enson’S e

insight into his activities. The crimu?al complaint statc:}sl.i S
contains several journal entries in which he docum.ents e o
McDavid. Information from Jenson’s journal entries cor(l;oj et
from the CS [confidential source] regarding McDavxc.i anl sy
Documents obtained through a FOIA request mak’e it }f eafgoms ettt
ment was using Jenson’s Myspace to track McDavid’s wherea by
information about who his friends might be.”> Even thougt i S
no Myspace page of his own, Jenson did the d?.mage by put Cei o iaad
about McDavid on his page. McDavid was ultimately senten
years in prison.?* : the pros-
McGlr)egor Scott, the U.S. Attorney who aggressively pushe;l ‘f;);s pe
ecution of McDavid, went into private practice in 2009 aI; e ally, Scott
in 2011 to represent Facebook from his Sacramento office. ;0 o Y ing
represents Facebook in one of the few reported cases where t EY Jefense &
to turn over user information. This time it is being requested y
torneys to prove juror misconduct.?’

h

Sacramento,
on Facebook
showed 5 pict

Wc: €age em.”* When the photos went public, it exposed the cops’ sadistic
attltude towa,

Weeks Po
witho u[
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Salibg the CXiStif,ls% social order more efficient. They are not 4 natural enemy
of the status quo-

In response to Gladwell, Steve Sherman arg
iporant for social movements and 5fhat these movements must adjust to
cechnological change to be SUCCQ_SSFuL , [?ut awihels
oepans: sofial movements using media or technolo
social media, specifically, is unlike any technology that
that the collection of corporations that has come to -
is dangerous and destructive.”’

As activists, we may want to reach as many
approval for our marginalized causes,

ues that media has always been

ar: my argument is
gy. I am arguing that
has existed before, and
e called “social media”

people as possible and gain

but too often we have lost sight of the
effects of the tools we use. The fact that people see social media as a tool for

social change is more a triumph of marketing than the result of some digital
revolution. Social media is a powerful tool for the very institutions that we
are at war with, the people that seek to exploit and oppress us. Embracing it

has resulted in our willing participation in a process of surveillance that we
should be actively resisting.

FROM COUNTERINSURGENCY TO
COUNTERINTELLIGENCE

OF COURSE SURVEILLANCE can be a two-way street. In an article about social
media and law enforcement, the website Government Technology observed,
“Although social media can help enlist public support it can also turn on a
dime and do the opposite.” Their prime example is from Albuquerque, New
Mexico where 2 “police officer involved in an on-duty shooting brought dis-
credit to himself and his department when reporters discovered that he listed
is occupation as ‘human waste disposal’ on a Facebook profile.”*®
Similarly, in October of 201 1, the Twin Rivers Police Department in
California came under scrutiny when reporters found pictures
of t-shirts produced and sold by the police union. Those shirts
ure of a small child inside a cage with the caption “U raise "em,

rd children and their contempt for people in the comn.lumty,
¢ tension between the police and the population. Within two

lice Chief Christopher Breck was put on paid administrative leave
explanation 60 *
rancisc{:ding to the San Francisco C/)ronic./e, at a ricl;:ntl Scaniirzgceoiix;
9555 thay olice Commander Richard Corriea told, “the p

Ing to th,

. i i i icies to avoid
*Curiy, 't was crucial they adopt strong social media policies
ga

€s. A quick survey showed that almost none of the chiefs had
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NYU professor Clay Shirky has emer
proponents. In Shirky’s view,
pally in allowing people,
find each other,

- ged as one of s
the political effect [
who are discontent([ed]
to coordinate their feelings and
In the introduction to an interview with

o;:lal media’s Major b by
0 -' . u i
5 ;ocml. media] ig Prin %
it t'helr BOVernmey, 7
to decide tq tak :

s to
Shitky the b] i
r . His : 5 e :
proclaimed, “social media can do everything fro s lfnejoumali""
: oc g Irom cause revo)|
whole new political parties when done right.”s L eees

: While it is true that people can connect and organize thr
d.xa, its use can come with costs such as constant surveil i
sion, deportation, and incarceration. These costs
ignored while the benefits are overstated.

In this vein, much has been made of the role of social media in th ;
ings in the Middle East. Visiting Stanford Scholar Evgeny Morovoz SCUUpns-
that “Perhaps the outsized revolutionary claims for social media now cir%it?
ing throughout the west are only a manifestation of western guilt for Wast:
ing so much time on social media: after all, if it helps to spread democracy
in the Middle East, it can’t be all that bad.” Morovoz has argued thar the
successful use of social media in countries like Egypt has been largely be-
cause the disintegrating regimes have not been very tech savvy. In his article
“Smart Dictators Don’t Quash the Internet,”>> Morovoz notes that countries
like Russia and China have used social media as a way to manage dissent,
identify opponents, and to cripple the communication system of the oppo-
sition. Russia, China, and Vietnam have all set up their own social media
systems that are controlled by the government and compete, often quite suc-
cessfully, with Facebook and Myspace. And countries that have experienced
recent uprisings with dissidents using social media have learned their lesson:
Syria and Iran do not shut down social media websites, they recognize tl?eu
value as sources for information about the opposition.” Likewise, after riots
took place throughout England in August of 2011, British Home Secretfxry
‘Theresa May began to meet with Facebook, Twitter, and Research In M(::loﬂ
to discuss how they can help the British government in times of unrest.

Social media surveillance is not just for riots and revolutions. "I}.ne g%‘;
ernment also uses it for managing its citizens and maintaining Stabll;g’ —
purpose of counterinsurgency is not just to put down revolt, but to make
it never happens.

Ma.lcolr[r)lpGladwell argues that “high-risk activism” is an im.porta;/; elz‘;‘;‘(‘;
of political movements (ranging from the American Civil Rights OVS"ong
to the Italian Red Brigades), and that it is necessary for PCOPI_C b havcst pro-
ties to engage in this kind of activism together. Social media, in SORLTe o5, It
motes weak ties. In his New Yorker article on the subject, Gladwell sta;xl;res_
makes it easier for activists to express themselves, and harder for t{llatuite w©
sion to have any impact. The instruments of social media are well $

gh social me.
lance, arrest, expyl.
are often downplayed o,
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USER PROFILES ARE NOTHING MORE THAN DOSSIERS VOLUNTARILY
SREATED AND PUBLISHED BY THE SUBJECT. A SELF-CREATED DOSSIER
|S MORE REVEALING THAN (’]NE CREATED BY AN INTELLIGENCE AGENCY.
When testifying in McDavid’s trial, “Anna” stated that her first attempt at in-
filtrating an activist meeting failed because her appearance did not adequately
resemble the people she was trying to deceive. Though she never explained
how she finally got it right, it’s clear that social media was an important tool
for validating her false identity and keeping tabs on the people she met. But
the abundant and well-packaged information people have on their profiles
has an even more important use for informants.

In their 2005 ethnography of anarchists in Studies in Conflict and Terrorism,
Eugene police officer Chuck Tilby and University of South Florida psychol-
ogy professor Randy Borum state that “infiltration is made more difficult by
the communal nature of the lifestyle (under constant observation and scru-
tiny) and the extensive knowledge held by many anarchists, which require
[sic] a considerable amount of study and time to acquire.”*

The success of law enforcement infiltration tactics hinges on believability.
If police or informants cannot convincingly impersonate anarchists (or envi-
ronmentalists, animal rights activists, etc.), then they cannot gain the trust of
those people. Without the opportunity to build trust quickly, the ability to
manipulate people is severely diminished. Social networking websites could
be the ideal text for the necessary study. By offering complete profiles of in-
dividuals in social and political groups it gives informants all the information
they would need to pose as a member of that group.

Police and prosecutors are unabashed about their regular and widespread
reliance on social networking sites. Police can create false profiles for surveil-
lance purposes, but ordinary social media users who do so can be severely
punished. (In 2006, a thirteen-year-old girl from Farmington, Connecticut

was charged with criminal impersonation because she created a Myspace
PfOﬁlc of her principal.?’) While the sheer number of Myspace profiles may
give the impression that there are too many people to effectively monitor,
some police agencies are becoming increasingly proficient at dealing with
€normous amounts of data. The technology news website Daily Tech reports
that the NYPD plans “to mine social media sites like Facebook, Twitter. and
orYsPace. in order to find criminals bragging about a crime they've committed

Planning to commit a crime.” This is part of a growing trend of tech-savvy
ozke't‘lfomement agencies that have realized they can do more than ;r(latl:uzlrll{
s m‘}gh t.hcse public dossiers. According to Dazl).'j?c‘h, Nrel:s" L(c))rn dlo E
tioters Y C:;Y with positive results from data mining social netwo th.is i
chooscat:r looters have used Twitter and BlackBerry mess};agcsdal s
T gets to burn or loot. Police have been able to use the s

Pictures of these criminals.”?
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This data mining is not just used for police work, but for i1
poses as well. In a 2012 article about the U.S. government lnte-llxgence pur.
media all over the world, Kimberly Dozier of the Associatecrinl()’mtori'ng S0cial
the massive amount of information the CIA is able to collect ress discovereq

« : . and
reported that, “the CIA is following tweets—up to 5 million 4 d’Pr,(,)cess. She
then cross-reference the data with both publicly available infod}’. .Anal)'Sts
surreptitiously acquired intelligence to create reports for the Whrirtnatlon and

Students from junior high to college are among the millions mo;
social networking. As the New York Daily News reports, “A New H
teen discovered that free speech actually comes with a pri
thirteen-year-old Shayne Dell’isola was suspended fro
School in Concord, New Hampshire after posting on h
wished Osama Bin Laden had killed her math teacher.3°

Connecticut Attorney General Richard Blumenthal put it simply: “
illusion of privacy is simply self-delusion on the part of young peopl
Blumenthal argues that “there is absolutely no reasonable expectation of
vacy, which is the test under the law for the requirement of a warrant be
the police should use it as evidence.”3!

The more people offer up their personal lives to the internet, the deeper
the intrusions become. In January 2008, Myspace made an agreement with
fifty Attorneys General, promising to “enhance the ability of law enforcement
officials to investigate and prosecute Internet crimes,” and to develop “iden-
tity verification technology” for the site. A press release from the National
Association of Attorneys General also stated there will be scrutiny of “every
image and video uploaded to the site.”32

One of Facebook’s methods for scrutinizing every image on their site is
using facial recognition software that can automatically identify people in
photos. According to Sarah Jacobsson Purewal of PC Warld, “Sure, you can
‘opt-out’ of the service, but it’s a pretty weak consolation. After all, opting out
won't keep Facebook from gathering data and recognizing your face—itll just
keep people from tagging you automatically.” This technology could poten-
tially make a person identifiable in any picture of them posted to Facebook,
including pictures posted without their knowledge or permission. A‘perso.n
does not even need a profile to be identified. Purewal goes on to deSC.rlbe chis
as “Facebook’s way of creating a huge, photo-searchable database of its u;er.s;
And yes, it’s terrifying.” Every time a photo is tagged on Facebook, info ls
added to their massive database of information about the 90 billion Phofoe
_that they host. And remember: once they have this information, they can gl
It to anyone they want to.3?

But it is not onl
people’s profiles,
were suspended

Hougse 2
itored on
ampshire
ce.” In May of 201 1,
m Rundlert Middle
er Facebook that she

he
[
pri-
fore

s He n
y the companies and law enforcement exammu;g Z]}?l':tci
According to the Boston Globe, eleven high school 2 ey
from participating in school sports after a parent
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e activities are sur'nm?d .L'lp welll 'm. a le.rter written by about a dozen
embers of Congress calling for investigation in the matter, The letter states:
The emails indicate that these defense contractors planned to mine
social network sites for information on Chamber critics; planned to

Jant “false documents” and “fake insider personas” that would be
used to discredit the groups; and discussed the use of malicious and
nerusive software (“malware”) to steal private information from the
groups and disrupt their internal electronic communications.?”

One of HBGary’s partners in corporate-espionage-for-hire is a Silicon
Valley based software company called Palantir. After HBGary’s emails were
leaked by Anonymous it became clear that Palantir worked with them to pre-

are a proposal on ways to attack, embarrass, or discredit opponents of the
[ij_ Chamber of Commerce and Bank of America.*® Palantir products and
se;—vices have wide use beyond corporate smear jobs. Palantir’s clients in gov-
ernment include agencies such as the NYPD, LAPD, CIA, FBI and t.he s
Army. The secret of Palantir’s success is its ability to take enormous .dlsparate
data sets and organize them to create extremely comprehensive pictures of
individuals and communities. For example in Afghanistan .the U.s. Mlhta}—y
uses Palantir to plan counterinsurgency operations. According to a report in
Bloomberg Business Week the Army can

type a village’s name into the system and a map of .the vil'lage' ap-
pears, detailing the locations of all reported shf)oung sklr.rmshes
and IED, or improvised explosive device, incidents. Using the
dmeline function, the soldiers can see where the most receflt at-
tacks originated and plot their takeover of the village accordingly.

Their data aggregation software has domf{stic applicano.rlls t;z r:;eli;
According to the same report, “the FBI can now mst'fmtl}’ COIT.lgl e o Stogre
dossiers on U.S. citizens, tying together surveillance video o.utsx le al egtravel
with credit-card transactions, cell-phone call records, emails, airplan
records, and Web search information.”* 3

Social media clearly offers a mother lode of information
maiden of repression.

for this hand-

THE REVOLUTION WILL NOT BE FRIENDED

at the technology plays a cru-

E )
ACEBOOK’S DEFENDERS MAKE the argument th cing in Tunisia,

Cial role i the struggle for freedom worldwide. Since the upri
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e 4

their secrets up in public. But sometimes those secrers are leaked
aked or gg)
StOlen, a5

in the case of private security firm HBGary Federal.

Aaron Barr, the CEO of HBGary Federal had a plan ¢
bers of the hacker group Anonymous and sell the inform
Anonymous describes itself as a “decentralized network of
on promoting access to information, free speech, and tr
caught the attention of the FBI in 2010 when they shu
of Visa, Paypal and Mastercard in retaliation for cuttin
independent news organization Wikileaks.

Barr felt that social media sites were invaluable tools for mapping ner.
works of hackers and uncovering their identities. He even presented a talk
at a Justice Department conference about using social media and “specific
techniques that can be used to target, collect, and exploit targets with |aser
focus and with 100 percent success.”** Despite this brazen boasting he was
not successful—in fact, quite the opposite.

Barr created fake Twitter accounts and Facebook profiles to befriend
people he believed were “leaders” in Anonymous. Ht? had p}anned o ex-
pose Anonymous members at a February 2011 security fonference in San
Francisco where he was scheduled to give a talk entitled- Who Needs NSA
when we have Social Media?” But he was never able to give that tallf. By ic
time the conference rolled around Aaron Barr and HBGary were in krlunfxs.
Anonymous had hacked into HBCiatr){s colr'nputer system and made the in-

tion they found publicly available online.
forr;:agging :bout hil:; efforts in the press unleashed a l;acklasrll:e;r(f)(;r:
Anonymous that cost Barr his job and crushed tl?e company he wtl)anned “-)
Anonymous taunted him with the fact that the mformam'm he p;l s
sell to the FBI was all bogus: “please note that the names in t leted L ;
to innocent random people on facebook, none of whu:h.ar::1 re k:ii o
all.... % Barr was close to erroneously implicating people in hacking
that they had nothing to do with. S :
\Whe)r,\ AnonymoEs made all Barr’s emails public, it beciu::ciz‘; Sy
HBGary Federal had been contracted by the DA govemme’nn.l e
ware that would generate fake social media profiles t(}d m:11 ; Sould s
opinion. According to Darlene Storm in Com‘puter'wor ’f o the powers
used as surveillance to find public opinion with pointsia Y lo pum RS
that-be didn’t like. It could then potentially have their fake’ peop
campaigns against those ‘real’ people.” o
Tfltlegleakegd emails also indlzcat[:: that HBGary Federal wa‘bn‘:i“j_imi) S
Chamber of Commerce to engage in campaign of sabota.g‘l3 2 odia to CAUSe
against their enemies. HBGary’s plan included using. social m o activists
infighting, sway public opinion, and gather information on un
their friends, and their families, including their children.

© identify me.
naton to the g
individuals fncusu‘l
ansparency,”4 They
t down the websites
g off services to the

r that
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piresion Facebook of them using alcohol ang to
i the pictures and turned them over to th
According to Superintendent Joseph E Casey, “We
with what happens outside of schools. . .. [But] if yo
«chool we expect you to 'uphold that image 24/7 1, addition to the athler;

suspensions, the school is trying to determine the location of the h;t g
‘hat the owners of the house can be prosecuted for allowing underz e :S” T(O
o If convicted, they could face up to a year in jail and a $2,000 ﬁie 34““ ]

Universities across the country have indicated that they regularl l.ook
Facebook and will expel students if they see eviden Y :

ce of violations. One stu-
dent, Cameron Walker, was expelled from Fisher College in Boston for a

Facebook post that criticized a campus police officer. Walker later admitted
he “was naive about Facebook, because it wasn’t affiliated with a
Like other government agencies,

4f€ not trying to interfere
UFC going to represent the

university.”3>

schools not only monitor social media
to control people’s behavior, but also to manage dissent. In response to pro-

tests against fee hikes, the University of California-Davis created the “Student
Activism Team” to spy on students and campus organizations they believed to
be involved in the protests. This became public knowledge after a former stu-
dent received 280 pages of documents through the California Public Records
Act detailing some of the University’s surveillance activities.?¢
Given the budget crisis that precipitated the protests, it is unlikely that
the University has unlimited funds for spying on students. The abundance of
up-to-date protest information on Facebook allowed the University to maxi-
mize the efficiency and effectiveness of its response. In one email, Associate
Director of the Center for Student Involvement Ann Reynolds Myler states,
“As we monitor facebook and website announcements to get a better idea of
activities for the day, we will finalize the shift schedule for our 16 member re-
source team.”” Though schools have rushed to capitalize on the wellspring of
intelligence that social media provides, they are just one of many institutions
concerned with amassing knowledge to control subject populations.

4) SOCIAL MEDIA AUTOMATES AND SIMPLIFIES THE MAPPING OF
INTERPERSONAL ASSOCIATIONS AND SOCIAL NETWORKS.

According to the U.S. Army, one of the key tasks of counterinsurgency is to
understand how members of a targeted population interact with e:jlch other.
The U.S. Military uses a technique called Social Network Analysis to map
People’s relationships and their connection to any insurgency or political
Movement. According to Army Field Manual 3-24, “For an insurgency, so—.
cial network is not just a description of who is in the insurgent orgamzat:)on,
¥ is a picture of the population, how it is put togethef and }‘mw mem er;
"teract with one another.” The manual goes on to cxpla.m the importance o
this process by pointing out that Social Network Analysis:
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In the documents obtained by the Electronic Frontier Foundati
Justice Department indicates that the ability to “[m]ap social relatio(r):il'thj
‘netw'orks" is. one of their primary purposes for using social media. N0~w;llz:e
is thls” practice more damaging than in the communities branded with the
“gang” or “terrorist” labels.

These labels are defined in part by the beliefs and associations of those be-
ing targeted for surveillance, harassment, and prosecution. A crime becomes
gang or terrorist activity based on the alleged intentions or loyalties of those
accused. When people have this “gang member” or “terrorist” label thrust
upon them, activities that would ordinarily be considered legal become il-
legal, and illegal activities are dealt with much more severely. Relationships,
behaviors, and aspects of appearance that are not themselves criminal are used
to criminalize communities and support legal interventions.

The California Penal Code defines gangs in the following way:

any ongoing organization, association, or group of three or more
persons, whether formal or informal, having as one of its pri-
mary activities the commission of one or more of the criminal
acts ... having a common name or common identifying sign or
symbol, and whose members individually or collectively engage
in or have engaged in a pattern of criminal gang activity.”

Unfortunately the “common identifying sign” is often race, & tbecl:;:,{:e
vidual accused of membership need not himself have par tidpa_ted m(;s rove
and the “informal” nature of the “gang” leaves little opportunity tfo = Police
membership. Communities targeted for anti-gang efforts often acs ll;ngcr
occupation and shootings, more frequent arrests, enhanced charges
sentences, and further isolation in prison.‘“’ Bc[nardi

According to the Victorville Daily Press, officials from the Sfin ang meM”
Sheriff’s department regularly use Myspace to “track and identify & ace after
bers.” The Gang Unit of the Sheriff's department began using MysP

no
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.- about the success other law enforcement apeiiciesiladugs
h':n'?}gle gang unit uses the profiles of individual M ad with the web-
site.

to seek enhan 7 PAcEIUSCISHOI TR
. (o} cem 1 3
District Attorney gang ents (which increase the length of

rison sentences) for people being'prosecuted for other crimes. It is uncleas
if chese people wol.:lld even be considered gang members were it not for thei
Myspace accounts: :

Besides the public goal of prosecuting Internet crimes, law enforcement
also uses data from social networking sites to map and analyze political move-
ments and subcultures. Social media makes association more transparent and
therefore easier to criminalize. It offers the raw materials for these state-con-
structed identities.

In 2006, Southern California animal rights activists found out how
seemingly innocuous postings on their Myspace pages can have severe con-
sequences. In November of that year, Santa Monica Police, in cooperation
with the FBI, raided the homes of eight animal rights activists, trashed their
residences, took thousands of dollars worth of property, and ultimately filed
no charges. The activists’ problems with law enforcement began when they
were served with restraining orders to force them to stay away from the
property and employees of the beverage company POM Wonderful. POM
Wonderful was, at the time, engaged in animal testing and was the subject
of regular protests. The restraining order was roughly eighty pages long
and included photographs, text, and links from the Myspace accounts of
the cight people whose homes were later raided. The information from the
Myspace pages was collected by a law firm working for POM Wonderful
and included pictures of people passing out information about veganism,
attending unrelated protests, and drinking beer. These pictures—along
with links to websites such as veganoutreach.org and ecoprisoners.org—
were meant to prove that these people were dangerous and supported direct
action. While none of the information was linked to any actual crime, all
the activists were served with restraining orders, and just overa month later,
their houses were raided.

Though much of this chapter focuses on the government’s nefarious use
f’fsociaj media, private industry is another culprit. Some businesses engage
s s'-“,"’eillanc:e for their own purposes, while others capitalize on the gavesn-
MENLs outsourcing of intelligence activity. Private security ﬁ.rms are hnr;:d to
18age in surveillance on behalf of government, so that the dnfty work of spy-
'8 can be done off the books. Little is known about the surveillance practices

of businesses in general, and how they use social media in particular. Most

of what , i ia comes from
Pk - know about the government’s uses of social med

4 i d the cops’
pses gained through the Freedom of Information Act an
E:Mni;y to brag about ﬁh to the press. The activities of busm?dslstes atr; !:::
: %dby the Freedom of Information Act and they are paptlpeeding pe

i




